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Draft Implementing Instructions for AKM Goal 3 - Part A

1.  Purpose.  To provide implementing guidance for Goal 3, sentence one, of the Army Knowledge Management Guidance Memorandum Number 1, signed by the Secretary of the Army and Chief of Staff Army, on 08 AUG 01. The first sentence of Goal 3 reads:

"By October 2001, we will designate a single authority to operate and manage the Army's infostructure at the enterprise level." 

2.  Guidance Proponent.  The Army Chief Information Officer (CIO) is the proponent for implementation of this guidance.  The points of contact for Policy and Governance are Ms. Marlu Vance, 703-697-4353, DSN 227-4353, marlu.vance@hqda.army.mil, and Ms. Beverly Merrill, 703-614-3744, DSN 224-3744, beverly.merrill@hqda.army.mil. The point of contact for technical questions is Ms. Catherine Michaliga, 703-697-6001, DSN 227-6001, catherine.michaliga@hqda.army.mil. 

3.  Definitions.

a. Operate and manage.  For the purpose of this guidance, operate and manage the infostructure as an enterprise to enhance capabilities and efficiencies.  Specifically, the enterprise operations and management include, but are not limited to, Army Knowledge Online, server consolidation, public key infrastructure, information assurance, Windows 2000/Active Directory, bandwidth, biometrics, and common access cards.  These functions will be defined when the Concept of Operations is finalized by FEB 02.

b. Operational control.  Transferable command authority that may be exercised by commanders at any echelon at or below the level of combatant command.  This does not include matters of administration, discipline, internal organization, or unit training. 

c. Enterprise level.  The highest level in an organization; it includes all mission, tasks, and activities or functions.  For the purpose of this guidance, the enterprise is defined as an action, activity, program or effort, such as technology, that is appropriate across the Army, and includes the active component, the Reserves, the National Guard, civilians, and selected contractors. 

d. Single authority.  For the purpose of this guidance, a single authority is defined as the designated organization responsible to operate and manage the Army enterprise infostructure with direction and guidance from the Army CIO.

e. Infostructure.  The information technology (computers, ancillary equipment, software, architecture, security, communications, programs, facilities, services (includes support services) and related resources) required to support the network-centric Army.
4.  Roles and Responsibilities.

a.  The Army CIO, as the functional proponent, will:

1)  Provide guidance to operate and manage the infostructure.

2)  Determine infostructure requirements.

3)  Conduct analysis of alternatives to determine solutions to modernize and consolidate the infostructure.

4)  Analyze and address business process changes for managing the Army's infostructure as an enterprise.

5)  Develop performance measures to determine quantitative or qualitative characterization of performance.

6)  Serve as the single focal point for all Public Key Infrastructure (PKI), Biometrics and Common Access Card (CAC) related issues.

7)  Develop and/or oversee the development of the Army PKI, Biometrics and CAC planning, programming, budgeting and execution guidance.

8)  Serve as the Army functional Proponent for PKI, Biometrics, and CAC and their related requirements, including initiating business process changes needed to accommodate the implementation of PKI, Biometrics, and CAC within the Army.

9)  Represent the Army at DoD and Federal level working groups for PKI, Biometrics and Smart Card technologies.

10)  Develop and publish policy to provide guidance to the Army on the implementation of PKI, Biometrics and CAC.

b.  The Army CIO Executive Board will:

1)  Identify and resolve issues relating to enterprise infostructure and related knowledge management programs. 

2)  Review and comment on the draft Concept of Operations (CONOPS).

c.  The Army Signal Command, while under operational control of the Army CIO, will serve as the Army’s Single Authority to operate and manage the enterprise infostructure, to include:

1)  Develop the CONOPS for the infostructure in coordination with the Army CIO, for the Single Authority to operate and manage the enterprise (i.e., disaster recovery, role-back, configuration control board (CCB) for schema, security, naming convention, etc.).

2)  Operate and manage:

(a)  The Windows 2000 and Active Directory top level architecture.  

(b)  The Root Directory [army.mil] for the Enterprise

(c)  Theater Network Operations and Security Centers, including:

· Army Network / Systems Monitoring

· Army Network / Systems Security Protection and Monitoring (Information Assurance)

· Army Domain Name Service (DNS) Manager

· Army Terminal Server Access Control System Manager

· Army PKI Registration Authority for Web Servers and Security Routers

3)  Chair and host a CCB. 

4)  Develop Service Level Agreements, in coordination with the Army CIO, to include level of operational support, availability, reliability, response time, and other appropriate metrics.

5)  Maintain and enforce the naming conventions and other enterprise standards established by the Army CIO.

6)  Provide a systematic review and approval process for local Active Directory architecture.  Ensure consistency across the enterprise by reviewing and permitting organizations to join the root only when the local design is properly validated.

7)  Provide support for organizational unit managers, including integration of third party tools to provide monitoring and maintenance functionality to the Active Directory Top Level Architecture at the domain hubs.

8)  Provide guidelines to installations/sites/MACOMs for migration of program manager-prepared sites (i.e., PM, Defense Messaging System).
9)  Server consolidation. 

• Engineering (networks, servers, etc.)
• Regional sites operations and management

10)  Public Key Infrastructure (PKI).  

(a)  Serve as the Army’s Registration Authority for Equipment.

(b)  Develop and submit for Army CIO approval a CONOPS that details the required business process for the implementation and execution of an Army DoD PKI Mass Issuance Certificate Facility.

(c)  Establish the required certificate management structure (i.e., registration authority, local registration authority, trusted agents, etc.) to implement an Army DoD PKI Mass Issuance Certificate Facility.  

(d)  Implement and maintain a scalable Army DoD PKI Mass Issuance Certificate Facility.

(e)  Register and issue DoD PKI software based certificates to all General Officers/Senior Executive Service members and their immediate support staffs in order for them to receive PKI software-based email certificates (signature and encryption) for their AKO email accounts NLT 31 DEC 01.   

(f)  Establish an Army Local Registration Authority training program to train the required support staff to man the Army DoD PKI Mass Issuance facility. 

(g)  Develop and submit for Army CIO approval a CAC Transition Plan on migrating the Army’s software-based PKI certificates to the PKI certificates contained on the CAC. 

11)  Information Assurance (IA).

(a)  Conduct global centralized monitoring of the Army’s networks - the Army’s cyber perimeter defense - above post, camp, and station.

(b)  Design, operate, and maintain the Army’s DNS – the Army’s world-wide “electronic address book.”

(c)  Assist the Army IA Office with technical guidance and review of IA policy. 
12)  Network Management.

• Engineering
• Network monitoring 

13)  Biometrics.  Support the Army Executive Agent mission for DoD Biometrics to include but not be limited to operating and maintaining:

(a)  A DoD Biometrics Repository for interactive template management and verification for all DoD Biometrics databases.

(b)  DoD Biometrics Continuity of Operations sites for total network access verification.  This mission will be conducted at the co-located Government owned and contractor operated DoD Biometrics Fusion Center in West Virginia.  

(c)  Engineering support of secure connectivity, non-Internet connected secure databases consisting of over 12 million records, required for correlation and instant call up within near real time.  Operations of this capability will mirror secure help desk with any DoD activity worldwide on a 24X7 operation.

14)  Common Access Cards (CAC).  Support the Army's Smart Card (SC)/CAC mission to include but not be limited to operating and maintaining:

(a)  An Army SC/CAC Test Bed Facility to test smart card readers and middleware for interoperability.

(b)  An Army SC/CAC Repository of Army applications and uses for the CAC and PKI.  The repository will contain information on applications that are using the CAC and PKI as well as those that have potential to be enabled to use the service specific space on the CAC or enabled to use the public key certificated contained on the CAC.

(c)  A process to configuration manage the Army portion of the CAC integrated circuit chip (ICC).  This process includes maintaining the existing data on the CAC ICC and data approved by the Army CIO Executive Board for inclusion on the service space on the CAC ICC.

(d)  Assist the Deputy Chief of Staff for Personnel and the U.S. Total Army Personnel Command in developing and implementing the Central Processing Facility CONOPS for the CAC.

(e)  Advise and assist Army Directors of information Management in establishing local business practices to accommodate CAC ICC maintenance.   

15)  Army Knowledge Online. 

• Site Operations 
• Customer relationship management

• Network Operations and security protection

• Configuration Management

• License Management

• Testing

• Directory Services

• Web Services

• Messaging Services (email & instant messaging)

• Hardware and software maintenance

5.  Processes.  The CONOPS will further define processes for managing the infostructure on an enterprise level, enabling the single authority to operate and manage the infostructure, the implementation and sustainment of a software based PKI Infrastructure, the Biometric Infrastructure, and the sustainment of the CAC.  These processes include, but are not limited to, the roles and responsibilities identified to the Army CIO, ASC, and the Army CIO Executive Board.

6.  Metrics.  Establish the Army single authority to operate and manage the infostructure.  CIO provides a recommendation to the SA and CSA by 1 OCT 01.
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